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The challenges posed by hybrid threats are become more
complex as the concept is continuously expanding along with the
specific features of information technologies. This well-known
phenomenon became popular in Eastern Europe since - Russia §
illegal annexation of Crimea in 2014, triggering a chain targeted
actions in the region of hybrid nature. Countering these
particular security threats is becoming a serious struggle for the
less resilient countries, as in Moldova s case but also Georgia
and Ukraine.

Most of Moldova’s security vulnerabilities have an internal
origin that is being constantly fueled by foreign malign factors.
The most common threats such as the Transnistrian conflict,
external energy dependency, Russia’s meddling in Moldova's
election campaigns along with the backing of high officials and
political parties, biased media outlets, and the recently
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widespread of infodemia during the current pandemic, etc., pose a serious threat to Moldova s national security.
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The Moldovan leadership invested some effort in improving the information security landscape by working on the
legal frameworks in the field. Despite that, an accurate and proper mechanism of early prevention and countering
of hybrid threats has not been developed yet.

Due to the constant and dynamic change of the security environment, regional cooperation in this field is essential
for states like Moldova, Georgia and Ukraine. The EaP framework should be mostly explored by the Association
Trio in terms of defense and security, lobbying further for an active engagement of the EU in the region.

INTRODUCTION

The concept of hybrid threat is at the top of the agenda of many governments. While definitions vary, it is considered
that this phenomenon has only recently evolved. The novelty is the combination of intense disinformation campaigns
and a well-known mixture of coercive and subversive activities, conventional and unconventional methods used by
a state or non-state actor following specific objectives. The efforts to destabilize countries as Moldova by
undermining the public trust in government institutions, and by challenging the core values of society become more
common in Eastern Europe. Apart from that, the pandemic crisis has reshaped the notion of safety and security.

This study aims to analyze Moldova’s main risks and challenges in offsetting hybrid threats, government policy
achievements and failures. It also evaluates Moldova’s cooperation initiatives with its main strategic partners,
including within the Association Trio and the EU to strengthen state resilience through rapid and accurate responses
for preventing and countering hybrid threats. Consequently, a series of recommendations have been elaborated in
this regard.

ASSESSING THE MAIN HYBRID WARFARE TOOLS IN MOLDOVA

The Transnistrian conflict

In recent years, the Eastern Europe region has been increasingly exposed to hybrid threats that involve hostile actions
designed to destabilize the area. The Republic of Moldova is no exception. The concept of hybrid warfare, however,
is not new. It became popular following Russia’s illegal annexation of Crimea in 2014 and the ongoing military
confrontations in South-Eastern Ukraine. Subsequently, the term of hybrid threat was linked to Russia in EU and
NATO’s main security strategies and policies, as well in public discourses across Eastern Europe.

Nevertheless, the Republic of Moldova has become Russia’s target of influence since the 1991 proclamation of
independence, causing an artificial military conflict in March 1992. Moldova’s underdeveloped management and
capabilities of countering hybrid threats and other security issues make the country more vulnerable. In turn, Moscow
has managed to use a series of hybrid warfare tools against Chisinau. This occurred in conjunction with the use of
conventional military and political methods, increased disinformation campaigns and propaganda spreading
xenophobic messages about Romania, or alleged nationalist sentiments of Moldovan officials, aimed to threaten the
national identity of the population in the region®. It is considered that Russia exploited the financial backing tools
too, rather than military aid, as being a more suitable method to legitimize the Tiraspol regime, thereby gaining local
population support instead of having to confront potential uprisings.?

! Hybrid threats in EaP countries: building a common response, Tbilisi, Chisinau, Kyiv, Erevan, Brussels, 2019
2 D. Minzarari, Victoria Bucataru, Transnistrian conflict resolution at 25" year of impasse: causes, obstacles and possible solutions, February 2018,
https://bit.ly/2VeNkMj
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As a result, Moldova is confronting on its territory a breakaway region where Russian military forces are present.
This served as a pressure button to blackmail the Chisinau leadership whenever Moldova’s decisions on domestic
and foreign development directions did not match Russia’s plans and goals. For instance, the signing of the
Association Agreement between Moldova and the EU triggered a hostile response from Russia, such as the
politically-motivated embargos on the Moldovan wine, meat, vegetables and fruits. Moldova decided to re-orient
and form more ties with the EU, rather than remain economically and politically dependent on Russia.

Moldova’s energy vulnerability

The energy issue is among the important political and economic tools that Moscow uses to keep Moldova under its
influence. The fact that RM is totally dependent on the Russian gas supplies and the imports made by the
MoldovaGaz company — in majority-owned by the Russian company Gazprom, gives Russia the opportunity to
manipulate the Moldovan leadership whenever the time comes to reach a new deal. During the election campaigns,
the topic surrounding gas supplies became a common point and argument in the public discourses of the pro-Russian
politicians in Moldova.

For instance, this happened in November 2019 during the ex-prime minister Ion Chicu visit to Moscow and
discussions about a possible discount for gas prices.? This was done in the context of the 2020 Moldovan Presidential
elections, a common Russian practice aimed at backing its allies, as in the case of the former head of state, Igor
Dodon, and the financial support offered to his political party. In addition, Moscow makes use of Gazprom to
blackmail the Moldovan authorities for the country’s alleged debt for unpaid gas, which reached around $ 7 bn. In
effect, the unpaid gas is delivered to the breakaway region as a form of Russian aid for the Tiraspol regime.

Russia’s meddling in Moldova’s election campaigns

The multiple political crises and economic unfavorable circumstances within the country are generating
vulnerabilities, which are exploited through malign actions. This was the case for the majority of the Moldovan
elections, specifically after 2010, when the pro-European political parties took the lead. Since then, this was an open
invitation to Russian meddling in all election campaigns of the RM. The process comprises various intrusive
measures and tools, e.g. affiliated media, fake news and propaganda, shadow financing, political consultants, social
media, the Russian Orthodox Church, targeted mobilization of diaspora and ethnic minorities, involvement of the
unconstitutional authorities from Tiraspol, etc.’

These well-integrated elements were particularly effective, for instance, during the 2014 parliamentary elections,
when the recently created pro-Russia Party of Socialists led by Igor Dodon got into the Parliament and took the most
mandates, unlike other political candidates.® With every new election, Russia’s techniques improved due to learning
from past mistakes. This was the case of the 2016 presidential elections, won by Igor Dodon, who defeated the
current head of state, Maia Sandu.” This electoral scrutiny encompassed an increasingly polarized media coverage,
abuse of administrative resources, lack of transparency in campaign financing®, organization of free transportation
for voters from the Transnistrian region, the wide use of black PR and practices of appealing to stereotypes and fake
news, such as the alleged promise of Maia Sandu to EU that Moldova will accept 30,000 Syrian refugees in return
for gaining the European support, which went viral both in online and offline spaces.®

3 A visit and "key" agreements: Moscow offers a discount for gas prices and the prospect of a substantial credit, RFL Moldova, 21 November 2019,
https://bit.ly/31bC5gT

4 The Socialist’s Party is suing BILD for writing that Russia would have spent more than 11 million euros to make Dodon president, adevarul.ro, 25 June
2021, https://bit.ly/3n4DJDy

5 Pasa Valeriu, “Ask Dodon” — why Russia is meddling in Moldova’s 2019 elections? Chisinau 2019, https://bit.ly/38HFFJz

62014 Parliamentary elections in the Republic of Moldova, alegeri.md, https:/bit.ly/3jRQgqzD

72016 Presidential elections in the Republic of Moldova, alegeri.md, https:/bit.ly/3]Kf6 KO

8 Russian-linked offshore helps fund socialist campaigns, rise.md, 28 September 2016, https://bit.ly/3n1JstH

9 How the lie with the Syrians evolved: from a pamphlet site to the most watched television in the country, zdg,md, 6 November 2016, https:/bit.ly/3n1PCKp
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One must acknowledge the elevated role given to the Orthodox Church in Russia’s hybrid warfare efforts, adjusted
to the circumstances of the specific countries. The fact that the majority of Moldovan citizens identify themselves as
Christian Orthodox and somewhat trust churches (39,3%?°), with the Moldovan Metropolitan being a branch of the
Russian Patriarchate, “weaponizing religion”! in a country where the narrative is focused on religion and so-called
traditional values is an important aspect. The Moldovan church ensures, therefore, a form of right to interfere in
politics and manipulate the public opinion in favor of particular officials, and serves as a tool for massive
disinformation. For instance, in the 2016 election campaign, churches proliferated fake news about Maia Sandu,
mobilizing the pro-Russia electorate to vote for Dodon’s candidacy.'? Igor Dodon also used to leverage the church
throughout his presidential mandate, aiming to gain constant electorate sympathy and support, by participating in
religious ceremonies, taking pictures with religious figures, such as the Russian Patriarch, who enjoys great
popularity among the Moldovan citizen/parishioners, etc. Additionally, this was also used to legitimize Kremlin’s
interests and worldviews in the Republic of Moldova.

Media influence and persuasive propaganda

There are no national borders in the communication and information spaces, which makes it possible to reach foreign
media consumers at an unimaginable scale. Powerful political actors used this privilege by deploying effectively
fake news and disinformation campaigns in targeted countries, where at least a part of the population is receptive to
such messages. According to experts, this strategy is particularly efficient if the targeted population, including ethnic
minorities, already uses the language of the hybrid warfare-implementing country as their mother tongue®®. The
Russian language is widely spoken in the former soviet countries, and Moldova being a multi-ethnic country is no
exception. Due to the vast area coverage, quality infotainment and talk shows, Russian TV programs enjoy high
popularity among the Moldovans media consumers 42,9%, with a small difference of 50,3% in favor of local media
content'®. It explains why Russian broadcasting is predominant in the Moldovan media landscape, thus facilitating
Russia’s influence in the region.

In fact, Moldova’s mass media is facing many challenges related to political influence, lack of ownership
transparency and pluralism, low-quality journalism and media content, financial sustainability, intimidation, as well
as hindering the work of investigative journalists, etc. Nevertheless, mass media still plays an important role in
Moldovan citizens' life. The 2021 Barometer of Public Opinion reveals that 74,2% of respondents are using TV as
the main source of information, followed by the internet with 58,6%.1° Despite the diversity of media outlets, they
still play a dual role of misinforming and manipulating the public opinion, due to the excessive concentration of
media ownership in the hands of a group with narrow interests linked to Russia'®. Regarding the county’s media, in
particular the Gagauzian region, experts mentioned that “local media publishes only pieces of information that favor
local authorities™’, unlike in the Transnistrian breakaway region, where there are no quality and independent media
outlets, the mass-media sector being are under strict control of the Tiraspol regime.

10 Barometer of Public Opinion, February 2021, https:/bit.ly/3h5uizN

Victoria Bucataru, Media literacy and the challenge of fake news, January 2018, Freedom House, https://bit.ly/38FW7u3

12 vitalie Calugareanu, Moscow attacks Maia Sandu through the mouths of misogynistic priests in Moldova, DW-Chisinau, 5 November 2016,
https://bit.ly/3yNoEIG

13 P4l Dunay, Ralf Roloff, Hybrid Threats and Strengthening Resilience on Europe’s Eastern Flank, March 2017, https:/bit.ly/3n0gqUy

14 Barometer of Public Opinion, February 2021, https://bit.ly/3h5uizN

15 1bid.

16 For instance, during the Democratic Party leadership four out of five national broadcasters (Prime, Canal 2, Canal 3, Publika) along with several radio
stations and web portals had been controlled by the runaway oligarch and ex-leader of the Party Vladimir Plahotniuc. The paradox is that V.Plahotniuc played
the role of pro-West supporter, while his TV channels broadcast Kremlin-controlled programs. At least three television stations (Accent TV, NTV Moldova
and Exclusive TV) and news agency (Argumenti i Fakti) are linked to the ex-Moldovan President, Igor Dodon and his Socialists Party. As well, the
controversial fugitive oligarch Ilan Shor has control over few television stations (4/t TV, Televiziunea Centrala, previously Euro TV) and news agency
(Novosti — Moldova and Sputnik.md) through people close to him.

17 Moldova vibrant information barometer 2021, USAID, IREX, https://bit.ly/3DSY Yhz
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Social media is a noteworthy hybrid tool, widely used by Russian trolls and pro-Russia groups. They are very active
with an especially strong presence on the Russian social networks Odnoklassniki and VKontakte, the most accessed
platforms by Moldovans. They disseminate mostly pro-Russian narratives about glorifying the Soviet past, the
promotion of the “Russian world” concept and compatriot policy, as well anti-Western messages and false news.

The obvious purpose of that is to exploit a weak media market, along with corrupted Moldovan officials and a low
media literacy in the ongoing hybrid warfare, in order to destabilize the political processes inside the country. For
instance, Russia’s proxy group promoted narratives about the alleged disadvantages of deepening the cooperation
between RM and EU, including about possible economic and political threats posed to the Gagauzian autonomy and
Transnistrian region, following the AA/DCFTA implementation, etc.!® Despite the authorities’ attempts to debunk
all these myths related to Moldova’s partnership with the EU*®, with the upgrade of its soft power strategies, Russia’s
targeted hybrid efforts have particularly improved during this time.

Disinformation during the pandemic crisis

The pandemic crisis revealed the power of information and mass communication means at all levels. The outbreak
of Covid-19 triggered a threatening infodemia within the Republic of Moldova and abroad. The authorities’
reluctance to provide prompt information of public interest concerning the evolution of the pandemic created a
vacuum that was rapidly filled with fake news of internal and external origin. Among the main sources of
disinformation in Moldova were the obscure websites that aimed to spread false information 2°, including about
treatment methods, conspiracy theories about the virus or vaccine. Also, several news agency portals and media
outlets close to the Socialist Party and its leader, Igor Dodon, highly politicized the pandemic topics, presenting them
from the perspective of political preferences.’’ Some Moldovan religious figures also played a crucial role in
disseminating dangerous fake news about the nano-chipping of the population through vaccination that was meant
to get full control over people, or about the existence of a global conspiracy under the Microsoft corporation.??

On the other side, Moldovan high officials misinformed the citizens regarding the virus gravity and its severe
consequences®®, as well as had a biased approach related to the foreign aid offered to Moldova at the onset of the
Covid-19 pandemic. For instance, the Moldovan ex-president Igor Dodon did not miss any chance to claim personal
credits for the Russian, Chinese and Turkish medical toolkits that Moldova received. Notwithstanding, the Russian
and Chinese support was lesser than what Dodon had publicly presented and highly promoted those countries as
Moldova’s main providers of support in combating the coronavirus through the party’s affiliated media outlets. By
intentionally disregarding other strategic partners, especially Romania and the European Union, the socialist leader
followed, in fact, Russia and China’s strategy of manipulating the public opinion, aimed to downplay the solidarity
showcased by the EU and its member states and the substantial support they in these difficult times for the entire
world. Consequently, Moldovan citizens were severely affected by the persuasive pandemic propaganda, along with
the dissatisfaction with the country’s government, doubts about the disseminated information, distrust and corruption
in the state institutions.?*

‘®Irina Vlah, Bashkan of Gagauzia: ,, The situation has worsened due to the Association Agreement with the EU, an enslaving agreement imposed from
outside which cut the vital economic ties with Russia, both in the case of our autonomy and of Moldova in general ”, Rise.md investigation, Kremlinovici:
instructions for favorites, 5 November 2020, https:/bit.ly/2WYvzRR

Myths about the EU-Moldova AA and DCFTA. Setting the facts straight, mei.gov.md, https:/bit.ly/3BKVRX1

20 Fake news sites, stopfals.md, https:/stopfals.md/ro/category/21

2L Covid-19 disinformation index, Moldova, Natalia Stercul, Kyiv, 2020, https:/bit.ly/3z0aV1b

2Moldova’s Metropolitan Church Spreads Fake News About COVID-19 Vaccine, ZdG, 27 May 2020, https://bit.ly/3BPJd90

ZIgor Dodon, about coronavirus: "It’s as if you had a problem with your nose, a cold passed through you, you passed the coronavirus, and you didn’t even
know about it," Pro TV Chisinau, 20 March 2020, https:/bit.ly/3twvEsf

24A survey conducted in 2020 by Watchdog.md think-tank together with CBS Research company revealed for example, 50,4% of respondents believe that
virus is no more danger than a flu, and it was on purpose created to destroy the economies, or 33,4% participants consider garlic a remedy against Coronavirus
etc. On the other side, only 16,3% of respondents said it is rather hard or very hard for them to understand what news are accurate or information presented
is true or not.
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MAIN REFORMS, ACHIEVEMENTS AND FAILURES IN
OFFSETTING HYBRID THREATS

The Moldovan authorities and relevant stakeholders have done little so far to properly understand, prevent, diminish
and combat hybrid threats. Some important steps towards improving the legal framework have been made with the
adoption of the Concept?®, Strategy and Action Plan on Information Security (2019-2024)?®, and the assignment of
the Information and Security Service as the state institution that would lead the implementation of this policy is.
Unlike other national strategic documents, these policy documents define concepts related to hybrid threats,
information warfare, informational weapons, as well as outlines a series of linked activities. However, these policies
need adjustments in explaining better the main indicators correlated to hybrid threats, fake news, propaganda, to set
up proper mechanisms of early detection, prevention and rapid response to such crises.

For instance, during the pandemic outbreak the ISS blocked access to 52 websites for allegedly promoting fake news
about the evolution of Covid-19. These unilateral and untransparent measures triggered some concerns and critiques
among the public opinion. In particular, those revolved around the extent that those actions aimed to specifically
combat disinformation, or to infringe the standard judiciary and human rights procedures.?’ Based on this logic, state
officials can easily decide on their own which type of news represents or not disinformation, and whether or not it
would be the subject of penalties.

A novelty for Moldova’s intelligence service included among the Strategy priorities was the proposal to create a
civic control mechanism, which implies a cooperation between public authorities and civil society organizations.
There were several attempts in 2019 on behalf of the ISS to discuss with CSOs and set up a Coordination Council
to monitor the policy implementation. With that being said, a few questions arose regarding the sustainability and
transparency of the Council, as well possible threats that might endanger the involved civic representatives, given
the volatile political environment in Moldova at that time.

In addition to the above-mentioned policies, the Moldovan authorities endorsed several important strategic
documents linked to the media environment: the new Audiovisual Media Services Code (2018), or the so-called
anti-propaganda law (2017) % that forbids news, information, analytical, and military broadcasts from countries that
have not ratified the European Convention on Transfrontier Television. This is the case of Russian Federation,
therefore, three Russian television stations®® and TV programs were prohibited from broadcasting in the RM.
However, in 2020, during Igor Dodon’s presidency two amendments were passed, with the aid of the unofficial
majority between socialists and defectors democrats: first, cancelling the prohibition of rebroadcasting
propagandistic audiovisual programs and the second one, excluding the mandatory quota for European programming
in audiovisual media services of Moldova.3! Therefore, state officials excluded all measures meant to halt foreign
propaganda since they were are using media tools themselves for their narrow interests.

On the other side, the Moldovan civil society organizations along with independent media institutions acknowledged
that disinformation, fake news, propaganda pose serious security threats to the Republic of Moldova. Various efforts
to debunk fake news and increase media and information literacy have been undertaken by some CSOs through
trainings, programs, information campaigns and projects, the majority of which were financially supported by

ZLaw no. 299 of 21.12.2017 on Information Security Concept approval, Official Monitor, 2018, https://cutt.ly/OWAh3u7

%Law no. 257 of 22.11.2018 on Information Security Strategy and Action Plan for 2019-2024, Official Monitor, 2019, hitps:/cutt.ly/6 WPOO80
2"Veaceslav Balan, Vladislav Stegnyi, Covid-19 pandemic: lessons for media freedom in Moldova, June 2020, https://cutt.ly/LWAAHeH

28Law no. 174 of 8.11.2018 on Audiovisual Media Services Code of the Republic of Moldova, Official Monitor, 2018, https:/cutt.ly/l WAM2hh

2Taw no. 257 0f22.12.2017 on completing the Audivisual Code of the Republic of Moldova no. 260/2006, Official Monitor 2018, https://cutt.ly/eWANAQK
30 Pervyi canal, NTV, Rossia-RTR

31The rebroadcasting of military and information-analytical programs from Russia and other countries can be resumed. The new provisions of the Audiovisual
Media Services Code have entered into force, media-azi.md, 22 December 2020, https:/cutt.ly/SWA4keM
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foreign donors. For instance, the StopFals platform®, Center for the Prevention and Combating of Hybrid Threats®3,
Independent Journalism Center®®, or media investigations like Ziarul de Garda®® and Rise Moldova®® revealed
numerous shady activities of high Moldovan officials and their affiliation to obscure and criminal group. In turn,
their work was hindered and they were intimidated by the subjects of their investigative materials. Nevertheless, the
resources and capacities of involved stakeholders in countering the elements of hybrid threats are limited as it is
already being observed, unlike the back-up officials, who are promoters of foreign propaganda, or even worse, have
legal instruments to act contrarily.

COOPERATION OPPORTUNITIES FOR ASSOCIATION TRIO AND THE EU SUPPORT TO
OFFSET HYBRID THREATS IN THE REGION

Given the current security state in the region and beyond, which has worsened since 2014 and has shown no signs
of rapid improvements, high interest of particular actors arose over the years in this area. Moldova, Georgia, and
Ukraine, sharing common European objectives while struggling with common security issues, decided to undertake
additional measures in terms of security cooperation in the region.

Therefore, a joint declaration was signed in 2018 at the level of parliament speakers of Moldova, Georgia and
Ukraine,®” which expressed their commitment to identifying proper solutions aimed to combat hybrid threats.
Among the priorities were to create anti-hybrid cells and National Contact Points that will receive, analyze and share
specific information related to hybrid threat indicators and warnings. Also, the three countries expressed willingness
to join as participants or observers to the Hybrid CoE and other European initiatives on countering hybrid threats,
aiming to improve their institutional capacities and enhance state resilience to address common security issues.

Despite the lack of substantial results in this regard, there are many opportunities to exploit due to the favorable
political landscape within the associated partners*® and openness from the EU side. From this perspective, several
strategic initiatives were made by the Trio group, confirming their steadiness to deepen and advance the cooperation
within the EaP. Considering the upcoming 2021 EaP Summit, a joint letter has been addressed to the EU in February
20213 highlighting the need to set up an ambitious EaP agenda for the next decade, by expanding the sectoral
cooperation with a special focus on countering hybrid threats, strengthening cyber resilience, as well developing
cooperation with specific platforms, such as the EU Hybrid Fusion Cell and the EU Cyber Security Agency. These
particular issues became relevant since some political actors have been taken action to gain monopoly influence in
the region and beyond, making use of the pandemic crisis through various hybrid activities and IT tools.

Aside from the challenges met by each of the associated countries on their political and economic integration with
the EU, including domestic struggles, the Trio group seems to be more eager to galvanize the momentum of their
European future, which comes with difficult and costly reforms. Therefore, a Memorandum of understanding was
signed by the foreign ministers of the respective countries, aiming to establish a legal framework of the associated
partners in the field of European integration cooperation.*® Thereby, their cooperation ramped up within the Batumi

32 StopFals is an online platform created by the Association of the Independent Press, https:/stopfals.md/

33 Center for the Prevention and Combating of Hybrid Threats, https://h1.md/en/

34 Independent Journalism Center, https:/bit.ly/3zZCbhK

% Ziarul de Garda, https://www.zdg.md/

36 Rise Moldova, https://www.rise.md/

37 Joint Declaration of the Speaker of the Parliaments of Georgia, the Republic of Moldova and Ukraine, 27.12.2018, https:/bit.ly/38NHV27

38 Associated Partners, as well Trio refers to Georgia, Moldova and Ukraine as three out of six countries within the Eastern Partnership (+ Armenia, Azerbaijan
and Belarus), are part of the DCFTA and have Association Agreement with the EU, as well expressed their willingness to join the bloc.

39 Joint letter of Georgia, the Republic of Moldova and Ukraine on enhanced cooperation with the Associated Partners within the Eastern Partnership, Tblisi,
Chisina, Kyiv, 1% February 2021

40 Press statement of the Foreign minister Aureliu Ciocoi after the signing the Memorandum of understanding between the Republic of
Moldova, Georgia and Ukraine on cooperation in the field of European integration, MFA RM, 17 May 2021, https:/bit.ly/2YDZccf

7|Page www.eapsecurityforum.md



http://www.eapsecurityforum.md/
https://stopfals.md/
https://h1.md/en/
https://bit.ly/3zZCbhK
https://www.zdg.md/
https://www.rise.md/
https://bit.ly/38NHV27
https://bit.ly/2YDZccf

summit, where the heads of the Georgia, Moldova and Ukraine issued a joint declaration to strengthen their trilateral
cooperation on European integration.*! Among the commitments listed within the declaration is fostering security
and stability in the region including in the Black Sea area, through an active engagement from both sides, the
associated partners and the European Union.

An increased cooperation on countering hybrid threats could take place and be ensured through additional EU
engagement on security-related issues within the EaP. The EU's precautious approach in terms of security towards
Eastern Europe it obvious due to the profound security challenges stemming from the protracted conflicts, ongoing
military confrontations, along with hybrid threats that undermine the national security of those EaP countries.
Notwithstanding, the EU and its member states are aware of the need to increase capabilities to enable a safe and

secure neighborhood, by involving their partners, especially the associated Trio, in joint efforts to prevent and combat
hybrid threats.

Both parties can, therefore, benefit from this sort of partnership. The EU and its members can learn from the
experiences of Moldova, Georgia and Ukraine that have been in the front line of hybrid threats. In turn, the Trio can
make use of the EU expertise and good practices to detect, prevent and respond to those threats in areas such as
cyber, strategic communication and counter-intelligence, as well as improve the situational awareness and build
resilience, with a better capacity to respond. Also, from a practical point of view, the active involvement within the
created EU structures in this field, e.g. the Hybrid Fusion Cell that receives and analyses classified and open source
information from different stakeholders concerning hybrid threats, or the Hybrid CoE that carries out research and
analysis on hybrid threats etc. is important.*? Therefore, by being part of the EU strategies and frameworks in this
field, the Trio countries would enhance their response measures and state resilience.

CONCLUSIONS & RECOMMENDATIONS

Moldova is continuously at risk of national security threats, coming both from inside and outside sources, due to the
narrow interests of some officials and obscure groups close to them, as well due to Russia’s aim to keep and expand
its power of influence in the Eastern Europe region. As it has been already noticed, the preparation for offsetting
hybrid threats cannot be left only to state institutions, without actively involving other relevant stakeholders, and by
working with countries that share common security issues. Building state resilience requires difficult and costly
measures, but most importantly, the acknowledgement at the national level of the gravity of such threats aiming to
destabilize the independence, sovereignty and integrity of the country. In order to diminish the impact of hybrid
threats, the following recommendations could be considered:

e Conduct at the national level a mapping of security threats according to new realities, to have a common
understanding at the government level of concepts and terms related to hybrid threats. Therefore, the
appropriate legal framework must be revised and explicitly define those concepts based on
internationally recognized and respected definitions, as well as clearly outline the countering measures,
criminal and administrative punishments for hybrid actions of external and internal origin without
leaving gaps.

e There is a need to designate at the national level a leading institution, either to create a center within
ISS, all equipped and capacitated with essential resources and tools, and constantly trained to manage
efforts and tasks to detect and combat hybrid threats.

1 Batumi Summit Declaration Issued by the Heads of State of Association Trio - Georgia, Republic of Moldova and Ukraine, 19 July 2021,
Presidency.md, https:/bit.ly/3yV9bX4

42 Joint Communication to the European Parliament, the European Council and the Council on Increasing resilience and bolstering
capabilities to address hybrid threats, Brussels, 13.6.2018
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e It is important to establish a solid inter-institutional channel of communication and rapid response to
hybrid actions. Also, it is crucial to engage related stakeholders, such as the independent media outlets,
civic society, private and IT sectors, to raise awareness and respond swiftly to any disinformation
actions.

e Develop special training programs for education and public institutions aimed to enhance
information/media literacy, especially related to digital space/social networks. Also, to elaborate special
guidelines for online news agencies and portals following the journalistic and deontological norms.

e Based on the European Council of Foreign Relations’ proposal to sign an “EU security compact” with
the associated Trio, it is important to establish pragmatic measures to address hard security
vulnerabilities, for instance step up cyber dialogues and the inclusion of military and intelligence officers
from the Trio group in related training programs, participation in multilateral initiatives, exchanges of
sensitive intelligence, preparation of joint reports and the organization of joint EU-Trio exercises
covering hybrid-threat scenarios.

e To ensure closer cooperation between the EU and associated Trio, to accept Moldova, Georgia and
Ukraine as participants within the EU’s Hybrid Fusion Cell, EU Cyber Security Agency and other EU
specific structures dealing with security issues.

e |t is important to enhance the cooperation with appropriate institutions beyond the EU, such as the
NATO Strategic Communications Center of Excellence in Riga, to carry out specific programs and
trainings for cross-sector stakeholders, aimed to improve strategic communication capabilities while
dealing with hybrid actions.

ABBREVIATIONS:

AA — Association Agreement between the European Union and the Republic of Moldova
CSOs — Civil Society Organizations

DCEFTA - Deep and Comprehensive Free Trade Area

EaP — Eastern Partnership initiative

EU — European Union

Hybrid CoE - European Center of Excellence for Combating Hybrid Threats

ISS — Information and Security Service

RM — Republic of Moldova
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ABOUT THE IMPLEMENTING ORGANIZATION

Foreign Policy Association

Asociatia pentru Politica Externa

Foreign Policy Association of Moldova (APE) is one of the leading foreign
policy think-tanks in Moldova. The Association is committed to supporting the
integration ofthe Republic of Moldova into the European Union and facilitating
the resolution of theTransnistrian conflict in the context of the country’s
Europeanization. APE was established in 2003 by a prominent group of local
experts, public figures, former government officials and high-ranking
diplomats, who decided to contribute throughtheir experience and expertise to
the development of a coherent, credible and efficient foreign policy of the
Republic of Moldova.

office@ape.md | www.ape.md |¥ @APEMOLDOVA | @ @ape.md
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GCSD

A
UKRAINIAN

PRISM

Georgian Center for Strategy and Development (GCSD) is a non-
partisan, non-governmental organization. Since its establishment, GCSD has
directed efforts towards supporting Georgia’s and regional sustainable,
democratic development by embedding values of respect, impartiality,
accountability, fairness and transparency in all interventions and
undertakings. Over years GCSD has distinguished itself as an outstanding
local think-tank. the organization has carried out number of research
activities and issued remarkable publications, covering variety of topics.
GCSD is the first Georgian organisation to establish a unit within its
structure fully dedicated to research of topics related to terrorism, violent
extremism and radicalisation. The Terrorism Research Center (TRC) of
GCSD aims to increase the knowledge and awareness of the Georgian society
regarding the above stated phenomena and to design and implement
projects that help minimise the threat thereof.

gesd@gcesd.org.ge | www.gesd.org.ge | ¥ @GCSDorg | ® @GCSDorg

Foreign Policy Council “Ukrainian Prism” is a network-based non-
governmental analytical center, the goal of which is to participate in
providing democratic ground for developing and implementation of foreign
and security policies by government authorities of Ukraine, implementation
of international and nation-wide projects and programs, directed at
improvement of foreign policy analysis and expertise, enhancement of
expert community participation in a decision-making process in the spheres
of foreign policy, international relations, public diplomacy. The Foreign
Policy Council “Ukrainian Prism” is offcially registered as a non-
governmental organization in 2015, while analytical work and research had
been carried out within the network of foreign policy experts “Ukrainian
Prism” since 2012. At present, the organization united more than 15 experts
in the sphere of foreign policy, international relations, international security
from different analytical and academic institutions in Kyiv, Odesa, Kharkiv,
Chernihiv and Chernivtsi.

info@prismua.org | www.prismua.org | ¥ @prismUA | ® @PrismUA
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